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Abstract — This paper describes new three-dimensional 

algorithms of stochastic data transformation, offering a solution 

for information security problems. The most important feature 

of these algorithms is a high degree of parallelism at the level of 

elementary operations. In this paper we present a new 3D 

stochastic transformation called DOZEN, inspired by AES 

cipher, and two new constructions of S-box, called 2D and 3D S-

boxes respectively.    

Keywords — Pseudorandom number generator, Hybrid 

computing systems, S-box, Square architecture, Cube architecture. 

I. INTRODUCTION 

An essential element of any information security system is 
the pseudorandom number generators (PRNG). The main 
functions of the PRNG are: 

� key information and passwords generation; 

� random requests generation during remote objects 
authentication procedure; 

� introduction of indeterminacy into security means and 
objects operation, etc. 

Unpredictable PRNG are the basis of stochastic methods 
which are used for the following tasks: ensuring the secrecy or 
confidentiality of information, authenticity confirmation of the 
information interaction subjects, programs control flow 
monitoring, value integrity of interacting information objects 
(messages, data arrays). Generators implemented for 
information security features should be compliant to very 
stringent requirements for unpredictability, statistical security 
and value of generated sequence period [1]. 

II. PROBLEM STATEMENT  

The main problem with the PRNG design is the difficulty 
to solve the contradiction between the quality of the generated 
pseudorandom sequences, on the one hand, and efficiency of 
software and hardware implementation (defining generators’ 
performance) on the other hand. The most rational solution in 
terms of these criteria is a PRNG with iterative block 

encryption functions which essentially are the nonlinear 
feedback or output functions.  

Fig. 1 shows a general block diagram of a PRNG, where S0 
– the initial state, Si – i

th
 state of the memory elements of the 

generator. In practice, it uses two variations –OFB (output 
feedback) scheme when the quality of the generator is 
determined by a nonlinear function of the feedback, and two-
stage scheme Counter, when the first stage (counter) provides 
the maximum period of generated sequences and the quality of 
generator is determined by a nonlinear output function of the 
second stage [1]. 
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Output function

Output
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Fig. 1. PRNG structure. 

One of the most promising modern architectures for 
building a qualitative PRNG is the architecture of «Square», 
proposed by the authors of the Square and the Rijndael block 
ciphers [2-4]. Rijndael won the competition for adoption of a 
new symmetric-key encryption standard AES (Advanced 
Encryption Standard). It has also rapidly became a worldwide 
standard within financial commercial institutions, and is the 
default cipher employed in many software and hardware 
applications that use encryption. NIST predicts that the cipher 
will remain secure for at least 20-30 years [5].  
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AES is an algorithm with a simple and very elegant design. 
It has been designed to offer strong resistance against known 
attacks. It has always seemed unlikely that its security could be 
affected by conventional methods of cryptanalysis.  

AES is based on a design principle known as a Substitution 
Permutation Network (SPN). SPN consists of two basic 
cryptographic operations (substitution and permutation) that 
provide diffusion and confusion of data and key. Confusion is 
intended to make the relationship between the key and 
ciphertext as complex as possible. Diffusion refers to 
rearranging or spreading out of bits in the message so that any 
redundancy in the plaintext is spread out over the ciphertext 
[6].  

Most clearly the advantages of the square architecture 
occur in AES-128. In this case all input and output data blocks, 
all the intermediate results of the transformations, all the round 
keys are represented in the form of a 4x4 square array of bytes.     
So AES-128 has a fixed block size of 128 bits and a key size of 
128 bits. AES operates on a 4×4 matrix of bytes, termed as the 
State. The State consists of 4 rows and 4 columns of bytes. 
Most AES calculations are done in a finite field GF(2

8
). The 

AES cipher is specified as a number of repetitions of 
transformation rounds that convert the input plaintext into the 
final output of ciphertext. Each round consists of several 
processing steps, including one that depends on the encryption 
key.  

A round function consists of four transformations – 
SubBytes, ShiftRows, MixColumns and AddRoundKey. Every 
transformation affects all bytes of the State. The SubBytes 
transformation is nonlinear byte substitution that operates on 
each bytes of the State using a look-up table called an S-box. 
The ShiftRows transformation is a circular shifting operation, 
which rotates the rows of the State with different numbers of 
bytes. The MixColumns transformation mixes the bytes in each 
columns of the State. While performing this transformation the 
column bytes are considered as the coefficients of the 
polynomial A(x) of degree 3 over GF(2

8
). MixColumns is the 

multiplication in modulus x
4
 + 1 of the polynomial A(x) by the 

polynomial 03x
3
 + x

2
 + x + 02. The AddRoundKey 

transformation is a simple XOR of the round key with the 
State. 

The main advantages of stochastic algorithms with the 
Square architecture are: 

� simple and clear logic of work, convenient for analysis 
and justification of resistibility; 

� simple justification of data diffusion and confusion 
while two-round structure is used,; 

� high degree of parallelism operation-level; 

� byte-oriented structure. 

Square architecture is interesting and active area of 
research. The purpose of the paper is further development of 
this architecture. 

III. AREAS OF IMPROVEMENT OF SQUARE ARCHITECTURE  

There are the following ways of Square architecture 
improvement: 

� replacement of the ShiftRows transformation by the 
MixRows transformation will ensure the complete data 
diffusion and mixing during single round; 

� mutual use of Feistel Network and Square architectures 
to provide reversibility of data transformation; 

� conversion from the Square architecture to the Cube 
architecture [1, 7-9]. 

IV. 3D TRANSFORMATION DOZEN 

Consider a nonlinear transformation with the Cube 
architecture named DOZEN (because algorithm has twelve 
basic steps as discussed below). The DOZEN is based on the 
following principles: 

� representation of the input and output data blocks, all 
the intermediate transformation results and round keys 
K0, K1, K2, K3 as cubic array of bytes  4 × 4 × 4 (Fig. 2); 

� definition of the layer (or slice) concept – a square array 
of bytes 4 × 4 (Fig. 3); 

� representation of the i
th
 round key in the form of four 

subkeys (RoundSubKeys) Ki0, Ki1, Ki2, Ki3, i =1, 2, 3, 
each of which is basically a square array of bytes 4 × 4; 

� three-dimensional data block transformation by the 
layers along the axes x, y, z; 

� inclusion of the layer transformation (MixLayer) 
consisting four steps – SubBytes, MixRows, 
MixColumns, AddRoundSubKey; 

� usage of Rijndael cryptographic algorithms during 
МixRow and MixColumn transformations when 
implementing the MixColumn  transformation. 

 
Fig. 2. DOZEN: a data block and a single byte of data block. 
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The transformations sequence of 512 bits (4 × 4 × 4 × 8) 
data block with with the structure shown in Fig. 2, where   ax, y, 

z,  x = 0, 1, 2, 3, y = 0, 1, 2, 3, z = 0, 1, 2, 3, – bytes, are as 
follows: 

� decomposition of the data block into Lx0, Lx1, Lx2, Lx3 
layers along the x axis (Fig. 3); 

� first round: the stochastic transformation of layers Lx0, 
Lx1, Lx2, Lx3 by performing SubBytes, MixRows, 
MixColumns and AddRoundSubKey transformations 
for each Lxk layer; 

� decomposition of the data block into Ly0, Ly1, Ly2, Ly3 
layers along the y axis (Fig. 3); 

� second round: the stochastic  transformation of layers 
Ly0, Ly1, Ly2, Ly3 by performing SubBytes, MixRows, 
MixColumns and AddRoundSubKey transformations 
for each Lyk layer; 

� decomposition of the data block into Lz0, Lz1, Lz2, Lz3 
layers along the z axis (Fig. 3); 

� third round: the stochastic transformation of layers Lz0, 
Lz1, Lz2, Lz3 by performing SubBytes, MixRows, 
MixColumns and AddRoundSubKey transformations 
for each Lzk layer. 

Finally, the following sequence of 3D-transformations is 
obtained (Fig. 4a): 

Step 0. Addition with a round key K0 (AddRoundKey K0). 

First round: 

Step 1. Transformation of Lx0 layer (MixLayer Lx0). 

Step 2. Transformation of Lx1 layer (MixLayer Lx1). 

Step 3. Transformation of Lx2 layer (MixLayer Lx2). 

Step 4. Transformation of Lx3 layer (MixLayer Lx3). 

Second round: 

Step 5. Transformation of Ly0 layer (MixLayer Ly0). 

Step 6. Transformation of Ly1 layer (MixLayer Ly1). 

Step 7. Transformation of Ly2 layer (MixLayer Ly2). 

Step 8. Transformation of Ly3 layer (MixLayer Ly3). 

Third round: 

Step 9. Transformation of Lz0 layer (MixLayer Lz0). 

Step 10. Transformation of Lz1 layer (MixLayer Lz1). 

Step 11. Transformation of Lz2 layer (MixLayer Lz2). 

Step 12. Transformation of Lz3 layer (MixLayer Lz3). 

Fig. 4b shows an example of PRNG construction by the 
CTR scheme, i.e. example of conversion DOZEN as a function 
of PRNG output. 

 

 
Fig. 3. DOZEN: layering along the x, y, z axeses and the individual layers 

Lxk, Lyk, Lzk. 
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Fig. 4. Three-dimensional transformation DOZEN: a – sequence of 3D-transformations; b – example of PRNG construction a scheme CTR. 

V. IMPLEMENTATION OF DOZEN USING HYBRID 

COMPUTING TECHNOLOGIES 

Hybrid (or heterogeneous) computer systems combine the 
convenience of classical central processing unit (CPU) 
computing with massively-parallel computing on graphics 
processors (GPU) [10, 11]. GPU is characterized by the 
presence of a large number (hundreds and thousands) of cores 
working in parallel. The performance of CPU/GPU system is 
up to several ten times compared with the classical CPU-
system. A number of the most productive modern 
supercomputers also have hybrid architecture of CPU/GPU. 

Hybrid CPU systems solve the problem of program 
execution control and perform simple calculations. The most 
critical parts of a program segments are presented in the form 
of special functions (kernels) running on GPU. Modern 
manufacturers of GPUs, in particular, NVIDIA Company 
provide software developers for CPU/GPU systems with 
powerful tools. The useful feature of these tools is that they 
are free. For example, CUDA Toolkit [12] and the Parallel 
NSight [13] integrated with popular software development 
systems, such as Microsoft Visual Studio and NetBeans. 

For the software implementation of the proposed algorithm 
DOZEN the most appropriate technology is CUDA (Compute 

Unified Device Architecture) from NVIDIA Company [10, 
11]. The minimal processing unit in CUDA is termed a thread. 
In fact, the thread has a set of specific actions over the data 
element. The threads are grouped in warps; all the threads of a 
single warp are physically executed in parallel on a streaming 
multiprocessor; GPU has multiple streaming multiprocessors. 
An important feature of CUDA is that the threads can be 
combined in one-, two- or three-dimensional structures called 
blocks. Blocks, in their turn, are grouped into a larger 
multidimensional structure called a grid. In other words, a grid 
is the set of all threads performing parallel processing. It is a 
flexible multidimensional hierarchical structure. Therefore, 
CUDA-programmer can operate with one-, two- or three-
dimensional structures for parallel processing of input data 
including combination of dimensions of these structures.  

It is evident that within the each work round of the PRNG 
DOZEN all layers can be processed in parallel (Appendix A), 
and the use of CUDA will significantly simplify the process of 
software development based on DOZEN algorithm. 

Fig.5 gives an illustration of the performance of Counter 
mode encryption for different input size. 
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Fig. 5. DOZEN performance of different input size. 

VI. THREE-DIMENSIONAL S-BOX 

A substitution box (S-box) is one of the basic components 
of the symmetric cryptography. S-box may be defined as 
nonlinear transformation which map a number of N input bits 
into N output bits by using N × 2

N
 look-up table. The quality of 

S-boxes determines the unpredictability of pseudorandom 
number generators and cryptographic strength of block and 
stream ciphers, hash functions. In order to resist to all possible 
cryptographic attacks, S-boxes have to satisfy a set of criteria, 
that are used to build proper S-boxes. A criterion of non-
linearity is needed for the cryptographic primitive to resist 
against linear cryptanalysis, strict avalanche criteria (SAC) is 
necessary to resist against differential cryptanalysis. The high 
order strict avalanche criteria is an extension of SAC [14-18].  

Let us consider two new ways of constructing S-boxes; 
corresponding devices may be called 2D and 3D S-boxes 
respectively. 

A. The algorithm of 2D S-box functioning  

We represent input and output data blocks, as well as all 
intermediate transformation results in a square array bits N × N, 
where N – number of input and output bits of S-boxes. 
Therefore, the amount of key information uniquely defining the 
logic of each S-box equals N × 2

N
. 

The sequence of substitution transformation of the square 
array A of bits N × N (A = SubSquare[A] or A = Ssq[A]) is the 
following (see Figure 6): 

� division of an input array A into N rows Ri with length 
of N, i = 0, 1, ..., (N – 1); 

� substitution of rows (the SubRows transformation), i.e. 
the substitution of each i

th
 N-bit binary set Ri using the 

corresponding Si-box: Ri = Si[Ri]; 

� division of resulting array A = SubRows[A] into N 
columns Ci with length of N; 

� substitution of columns (the SubColumns 
transformation), i.e. the substitution of each i

th
 N-bit 

binary set of Ci using the corresponding Si+N-box:        
Ci = Si+N[Ci]; 

� result is A = SubColumns[A]. 

In the particular case when only one substitution table is 
used, i.e. Si = S, the following algorithm is obtained:  

� division of an input array A into N rows Ri with length 
of N; 

� SubRows transformation, i.e. the substitution of each 
i
th
 N-bit binary set Ri: 

Ri = S[Ri], i = 0, 1, ... , (N – 1); 

� division of resulting array A = SubRows[A] into N 
columns Ci with length of N; 

� SubColumns transformation, i.e. the substitution of 
each i

th
 N-bit binary set of Ci: Ci = S[Ci]; 

� result is A = SubColumns[A]. 

B. The algorithm of 3D S-box functioning  

We represent input and output data blocks, as well as all 
intermediate transformation results in the form of cubic bit 

array N × N × N, where N – number of input and output bits of 
S-boxes. Therefore, the amount of key information uniquely 
defining the logic of each S-box equals N × 2N. 

The sequence of substitution transformation of a cubic bit 

array A of bits N × N × N (A = SubCube[A] or A = Scu[A]) is as 
follows: 

� division of an input array A into N layers Lxi N × N 
along the x axis, i = 0, 1, ..., (N – 1); 

� 2D substitution layers Lxi, i.e. transformation performs 
Lxi = SubSquare[Lxi] of each i

th
 layer Lxi using 

corresponding S-boxes; 

� division of resulting array A = SubLayersX[A] into N 

layers Lyi N × N along the y axis; 

� 2D substitution layers Lyi, i.e. transformation perform 
Lyi = SubSquare[Lyi] of each i

th 
layer Lyi using 

corresponding S-boxes; 

� division of resulting array A = SubLayersY[A] into N 

layers Lzi N × N along the z axis; 

� 2D substitution layers Lzi, i.e. transformation perform 
Lzi = SubSquare[Lzi] of each i

th
 layer Lzi using the 

corresponding S-boxes; 

� result is A = SubLayersZ[A]. 

 

The most evident aim of the proposed algorithms is the 
conversion of N

2
- and N

3
-bit data blocks using the bit 

replacement tables N x 2
N
. 
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Fig. 6. 2D S-box with N = 4; a – the data block; b – the division of the data 

block by rows; c – dividing of the data block by columns; d – the sequence of 

steps of transformation. 

VII. CONCLUSION 

This paper describes the proposed three-dimensional 
algorithm DOZEN for stochastic data transformation. The 
essence of the proposed solution is the use of Cube 
architecture. The composition of the resulting 3D-
transformation includes a zero step of adding round key and 12 
steps of 2D-transformations of data block layers: four for each 
of coordinates x, y and z. The most important features of the 
proposed transformation are byte-oriented structure and a high 
degree of parallelism that allows achieving a high performance 
of the algorithm for hybrid computing systems CPU/GPU 
based of CUDA technology.  

The same idea is used to build 2D and 3D substitution 
boxes. The essence of the proposed solutions is N

2
- and N

3
-bit 

data blocks stochastic transformation using N × 2
N
 S-boxes. 

The most obvious area of use of the considered algorithms 
(in addition with the generation of unpredictable 
pseudorandom sequences) is building cryptographic primitives 
of data hashing, block and stream ciphering. 

Appendix A: Kernel function gpu_dozen_encrypt 

Algorithm 1  
__global__ void gpu_dozen_encrypt(unsigned char *pre, const int size){ 

__shared__ unsigned char 
cache[THREADS_PER_BLOCK*DOZEN_SQUARE_SIZE]; 

unsigned char line[4];//used for gpu_dozen_mixline function 

int tid = blockIdx.x*blockDim.x  + threadIdx.x; 

while(tid<size/DOZEN_SQUARE_SIZE){ 

 //load next data chunk to SHMEM 

 for(int  t=threadIdx.x*DOZEN_SQUARE_SIZE,k=0,

 l=t+DOZEN_SQUARE_SIZE;t<l;t++,k++){ 

  cache[t]=pre[tid*DOZEN_SQUARE_SIZE+k]; 

 } 

 __syncthreads();//used before changing working slice 

 ... 

 //AddRoundKeyCube and X-Transformation 
 ... 

 //SubBytesY 

 for(int t=threadIdx.x*DOZEN_SQUARE_SIZE,

 l=t+DOZEN_SQUARE_SIZE;t<l;t++){ 

  cache[t]=sbox[cache[t]]; 

 } 

 __syncthreads(); 

 int dozenBlockId=threadIdx.x/4; 
 int dozenLayerId=threadIdx.x%4; 

 //each thread works with its own square 

 int effectiveIdx=dozenBlockId*DOZEN_BLOCK_SIZE+

 dozenLayerId*DOZEN_LINE_SIZE; 

 line[0]=cache[effectiveIdx+3]; 

 line[1]=cache[effectiveIdx+19]; 

 line[2]=cache[effectiveIdx+35]; 

 line[3]=cache[effectiveIdx+51]; 
 gpu_dozen_mixline(line);//similar to Rijndael mix columns algorithm 

 cache[effectiveIdx+3]=line[0]; 

 cache[effectiveIdx+19]=line[1]; 

 cache[effectiveIdx+35]=line[2]; 

 cache[effectiveIdx+51]=line[3]; 

 ... 

 //MixRowsY1,2,3 
 ... 

 //MixColumsY0 

 line[0]=cache[effectiveIdx+3]; 

 line[1]=cache[effectiveIdx+2]; 

 line[2]=cache[effectiveIdx+1]; 

 line[3]=cache[effectiveIdx+0]; 

 gpu_dozen_mixline(line); 

 cache[effectiveIdx+3]=line[0]; 
 cache[effectiveIdx+2]=line[1]; 

 cache[effectiveIdx+1]=line[2]; 

 cache[effectiveIdx+0]=line[3]; 

 ... 

 //MixColumsY1,2,3 

 ... 

 __syncthreads(); 
 //AddRoundKeyY 

 for(int t=threadIdx.x*DOZEN_SQUARE_SIZE,

 k=(threadIdx.x%4)*DOZEN_SQUARE_SIZE,

 l=t+DOZEN_SQUARE_SIZE;t<l;t++,k++){ 

  cache[t]=cache[t]^key[k]; 

 } 

 ... 

 //Z-Transformation 
 ... 

 __syncthreads(); 

 //store results to global memory 

 for(int t=threadIdx.x*DOZEN_SQUARE_SIZE,k=0,

 l=t+DOZEN_SQUARE_SIZE;t<l;t++,k++){ 

  pre[tid*DOZEN_SQUARE_SIZE+k]=cache[t]; 

 } 

 tid+=blockDim.x*gridDim.x; 
} 

} 
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