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Abstract — The object of the research is a modified Bloom
filter with counters representing the probabilistic data structure
that contains information about the items in a data store. As a
result of filter operation false-negative responses are excluded,
however occurrence of false-positives is possible. The system is
developed in Java using jCuda libraries to parallelize the
algorithm on GPGPU systems. The article presents the
mathematical evaluation of the probability of false-positives for
the modified Bloom filter with counters. A statistical analysis has
been made for runs with different parameters: number of hash
functions, length of the counter, filter size, number of added
elements. The article presents corresponding graphs of the
probability distribution of false-positives.
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I. INTRODUCTION

At the present time NoSQL [1] is widely used to develop
high-performance data storage and search systems. Usually
NoSQL (not only SQL) systems do not possess complete
functionality of relational database management systems
(RDBMS), nevertheless they significantly increase throughput
capacity of applications when processing large quantities of
semi-structured data. Examples of such data are experimental
data, web-service access statistics, weather data, dataflow from
social networks, microblogs, etc. In each of the cases it is
possible to implement parallel data processing on a distributed
computing system. However, it would require storage systems
capable of processing millions of simple queries.

NoSQL systems realize a program interface that translate
some instructions of conventional RDBMSs into an internal
representation; some of them partially implement the
requirements of ACID. One common feature of such systems is
high throughput capacity, scalability (in most cases linearly) in
terms of number of used storage servers.

Presently many companies all over the world use the
distributed high-performance NoSQL solutions. Servers of
corporations like Amazon [2], Facebook [3], IBM [4] and
Google [5] depend implicitly on the data storage and retrieval
systems effectiveness.

Highly effective versions of data storage and search
algorithms are wused in modern NoSQL systems. The
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membership check algorithms enhances

effectiveness of the systems.

considerably

To resolve this problem, in particular, Bloom filter is used.
This is a probabilistic data structure, proposed in 1970 by
Burton Bloom [6]. Bloom filter provides information about the
elements in an arbitrary data warehouse containing information
in the format "key-value". Conventional realization of the filter
is a store add-in in the form of a bit array of M bits (Bloom
vector) initially containing zeros.

When a new data element is entered into the store, K hash-
function of the key is computed, where values of the hash-
function lay in the interval from zero to M-1. Algorithm writes
1-bits into the positions of the vector whose numbers are
determined by the results of hash functions.

Traditional Bloom vector does not permit element deletion.
This problem can be handled by utilizing a modification of
Bloom filter with counters [7]. Within this approach Bloom
vector is essentially an array of L-position counters storing
values ranging from 0 to 2L—1. When new data is added to the
store the hash-function computes key value and increments the
required counter.

In the event when a counter reaches the maximum value its
value remains unchanged. In the event of a deletion the counter
is decremented by one, and is not changed when its value
reaches zero or the maximum.

II. PROBLEM STATEMENT

Various scientific papers [8, 9, 10] demonstrate findings of
research of common version of Bloom filter intended for
heterogeneous supercomputer systems. These implementations
use GPGPU coprocessors to accelerate execution of Bloom
filter.

However, these implementations are hardly applicable for
the use in NoSQL systems (most of which are cross-platform
Java solutions). The aim of this article is the development of a
cross-platform  implementation of Bloom filter for
heterogeneous GPGPU systems providing the possibility of its
use in advanced NoSQL systems.

Within this project were investigated the performance and
the statistical properties of the modified Bloom filter with
counters.



ITII. STATISTICAL PROPERTIES OF A MODIFIED BLOOM
FILTER

Addition of new values to a modified Bloom filter causes
uniform counter increment (provided an efficient hash-function
be selected). It is known that for conventional Bloom filter
probability of false-positives is:
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The above estimation is true provided events of setting
Bloom bit vector to one are considered independent. In the
paper [11] researchers of Carleton University demonstrate the
exact formula for estimation of false-positives:
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Nevertheless, the first formula (proposed by Bloom) may
be used as the low bound of asymptotic estimated probability
of false-positives. Consequently:
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The above formulas are unacceptable for a modified Bloom
filter since they do not account the capacity of the vector
elements. If an effective hash-function is selected, than growth
of counter values within the vector will be uniform.

Non-zero value of a modified Bloom vector can be viewed
as a true value within a position of a conventional Bloom
vector. Thus a vector consisting of g L-position counters has
the following probability of false-positive (lower bound):
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The substitution:

L 5)

presents the formula for estimation of probability of false-
positives of a modified Bloom filter (since the switching events
of the counter are independent - this is lower asymptotic

estimate):
P =[1—[1—jj"]k ®

With a single-digit counter L=1 (conventional Bloom filter)
the formula is transformed to (1).

As the capacity of a counter increases, probability of false-
positive increases for a fixed number of added elements, n,
vector length, m and number of hash-functions, k (L=2 and
L=3 of Figure 1).
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Fig. 1. Probability of false-positives against the number of added elements
(for different counter sizes L)

For experimental verification of the resulting correlations a
Java application was developed. Pseudo-random numbers were
used as the values stored in the filter. These values were added
to the filter and to the store.

After that an array of data was formed to verify their
existence within the store and the filter. A search for the values
was performed within the store and the Bloom filter. Search
results were compared against each other. Observed probability
of false-positive of the Bloom filter was estimated according to
the following formula:

FALSEPOSITIVE
POSITIVE + NEGATIVE + FALSEPOSITIVE 7

RESULT =

Legend:

¢ POSITIVE — the Bloom filter indicates the
existence of a key, the key was found in the store.

¢ FALSEPOSITIVE — the Bloom filter
indicates the existence of a key, the key was not
found in the store.

¢ NEGATIVE — the Bloom filter indicates the
absence of a key, the key was not found in the
store.

Consequently, formulas (6) and (7) allow theoretical and
observed estimation of the false-positive rate of the Bloom
filter, which influences its effectiveness.

Observed diagram of the false-positive rate against counter
capacity with fixed N is shown on Figure 2:
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Fig. 2. Probability of false-positives against counter capacity

IV. IMPLEMENTATION OF THE MODIFIED BLOOM
FILTER FOR HETEROGENEOUS SYSTEMS

The modified Bloom filter for hybrid systems was
implemented in the form of a Java library in “jar” format [12].
The library includes methods of both sequential and parallel
Bloom filter versions. This approach makes it possible to use
the library in both conventional and heterogeneous systems,
accordingly.

The parallel version of Bloom filter uses a CUDA co-
processor to accelerate hashing operations [13]. CUDA-cores
and Java-program communicate via jCuda library [14]. The
parallel version supports three execution states:

e the Bloom filter is located in host memory of a
computing system node, CUDA facility is used only for
value hashing;

e the Boom vector is located in global memory of the
CUDA device, temporary variables is located in “on-
chip” shared and register memory (Figure 3).
Verification of data existence in a vector is performed
directly within the device (the state is only used in data
search operations within a vector and is engaged upon
request of a user);

o test mode (It allows to define a "threshold" value of the
queries packet length. Starting from this value using of
the CUDA-accelerator becomes reasonable).

The proposed implementation is well compatible with
various NoSQL systems, the majority of which are realized in
Java (or compatible with it). The library allows to perform
initial testing of specific heterogeneous system. It is also useful
for configuring the usage plan of CUDA-accelerator. This
approach allows eliminating the penalties related to data
transfer from primary memory to the memory of a CUDA
facility and insufficient time period of system core operation
under low system load.
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Fig. 3. CUDA memory hierarchy [13]

V. EFFICIENCY OF THE MODIFIED BLOOM FILTER

In order to reduce the false-positive rate, Bloom filter
parameters were adjusted according to the known correlations
[15]:
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Measurement of execution time of the sequential part of the
program by CPU was performed with the wuse of
System.nanoTime() function, which returns current timing
value of an operating virtual Java machine with high accuracy,
measured in nanoseconds. Time taken for execution is
estimated by subtracting timing value before computation
commencement from the timing value provided by the function
after computation completion. Estimation of test time of
program execution using a graphics processing unit is
performed with the use of event API of CUDA. In CUDA, an
event is a GPU time stamp, registered at a specific moment of
time. Configuration of the testing system is shown in Table 1.

TABLE 1. TESTING SYSTEM
Module Model Specifications
Central Processing Intel Core i7 2,6 GHz
Unit
Random Access
Memory 8 Gb DDR3
8;3{’ hics Processing GeForce GTX 260 | Compute capability 1.3




The following (Figure 4) is a graph of the execution time
depending on the hashing data size. T CPU means the
experiment results for the sequential version, T CUDA — for
the parallel. The diagram was obtained during the “library
testing mode” execution.
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Fig. 4. Hashing time against data size

It should be noted that large data storages generally use
long Bloom vectors, thus for one operation of adding an
element into the filter there are many hashing operations.
Observed diagram of dependence of probability of false-
positives on the number of hashing operations is shown on
Figure 5.
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Fig. 5. False-positives probability against the number of hash functions

Thus, the modified Bloom filter not only makes it possible
to solve the problem of data deletion, but also, it has the good
heterogeneous system scalability properties.

This article also provides analytical and experimental
estimations of the probability of false-positives of the modified
Bloom filter, prompting the suggestion that increasing counter
capacity not only leads to characteristic growth of memory
penalties, but also increases the probability of false-positives
manifold. Consequently while selecting parameters of a Bloom

filter one needs to refer to both hardware restrictions imposed
by GPGPU accelerator and to the lower-bound estimate of the
probability of false-positive shown in the formula (6).
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