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Abstract — Monitoring systems have historically been used to
obtain, process and display metrics coming from applications or
devices. Now providers are massively reoriented to SDN / NFV
infrastructure. An increasing number of applications operate on a
micro-service architecture. Thus, in addition to the natural
evolutionary growth of the collected metrics number, there is an
abrupt increase in connection with the change of technology.
There is a need for correlation analysis, which does not allow
scaling of old monitoring systems using fragmentation. This article
proposes a linearly scalable architecture of the monitoring system.
The proposed approach makes it possible to increase the reliability
of processing metrics and to perform cross-domain correlation
analysis with the use of computable metrics. The features of real-
time control system construction based on the proposed
architecture are also described.
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INTRODUCTION

Computing clusters are actively used to handle large
amounts of data. Tasks are divided into many servers in clusters
and run in parallel [1]. Horizontal scaling is used to increase
cluster performance (new computing servers are added to the
cluster). But simultaneously with the increase in the number of
servers, the probability of failures increases, as well as the
complexity of monitoring its state. For the timely detection of
problems and their possible prevention, monitoring systems are
used. However, for monitoring systems, there is also a scaling
problem. With the increase in the number of observed
characteristics for the monitoring system, more computing
power is required. Therefore, for clusters containing thousands
of servers, there is a need for linearly scalable monitoring
systems. A distributed monitoring system without a single
processing server will have linear scalability, which will
effectively control clusters with any number of machines.

This article proposes the architecture of a linearly scaled
distributed monitoring system, equipped with a data analysis
system.

I. COMPARISON OF MONITORING SYSTEMS

Most monitoring systems consists of the following
components: monitoring server, database monitoring system,
monitoring agents.
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Important criteria for the monitoring system are: scalability,
fault tolerance, portability, flexibility. For comparison, three
popular monitoring systems are selected: Zabbix, Nagios and
Zennos [2]. Comparative characteristics for the given criteria
are presented in Tables 1, 2 and 3.

TABLE L SCALABILITY
Tool Comparative characteristics

Zabbix Load distribution on multiple nodes using a proxy [3],
as well as a database scaling. Performance is highly
dependent on database performance.

Nagios Load distribution into several nodes using Fusion [4],
as well as master / worker separation using Nagios
plugins.

Zenoss The ability to distribute the load of various system
components (collectors, hubs) on several nodes [5].
TABLE II. FAULT TOLERANCE

Tool Comparative characteristics

Zabbix It is possible to run several servers.

Nagios

Zenoss A management server can redistribute tasks between
nodes. The operation of the nodes is not disrupted
when the management server is temporarily
unavailable.

TABLE IIL PORTABILITY AND FLEXIBILITY
Tool Comparative characteristics

Zabbix It is possible to automatically search for monitoring
objects on the host, work through SNMP, configuration
via the Web-interface.

Nagios The configuration is done through configuration files,
monitoring is performed using various plugins.

Zenoss Configuration and operation through various protocols
(eg SNMP, SSH), the agent is not used.

Over the past decades, monitoring and analysis systems have
evolved rapidly, taking into account the requirements of
horizontal scalability and fault tolerance. Many modern
monitoring systems were initially created as distributed fault-
tolerant systems.

In the course of this study, papers [6] [7] were also studied.
[6] presents a scalable real-time monitoring architecture built on
the MapReduce model. This work also addresses the problems
of the existing monitoring systems described above. [7] presents

1 This line is reserved for Copyright Notice code



the architecture of a scalable agentless monitoring system for
small and medium-sized networks using SNMP.

II. SYSTEM ARCHITECTURE

To effectively monitor the status of monitoring objects, it is
necessary to ensure rapid data transfer, reliable storage, and also
equip the system with tools for processing and analyzing
metrics.

To collect metrics, you can use both agents of existing
monitoring systems, as well as the SNMP protocol used in many
modern open and proprietary monitoring systems [8].

A. Storage Architecture

To store metrics and information about monitoring objects,
the Apache Cassandra database [9] is used. This DBMS is
selected for the following reasons:

e (Cassandrais a fully distributed DBMS that will scale the
cluster without degrading the performance of the
monitoring system and the processing system of
calculated metrics;

e (Cassandra has a high speed of processing simple queries
(for example, getting a range) due to the features of the
internal structure.

To work with metrics, the database stores the following
information: information about metric sources and raw metrics.

B. Queue for writing metrics

Creating a queue for recording metrics from remote sources
to the database allows you to ensure the reliability of data
transfer and storage, as well as load balancing on the database
nodes. To implement such a queue, Apache Kafka is used.

To work with sources of raw metrics, a topic is registered in
Kafka, and nodes, united in the consumer group in Kafka
terminology, register to receive data from this topic [10], evenly
process incoming metrics and record them in the database. The
performance of such a system is provided by balancing the load
on the nodes of the group, as well as using batch queries when
writing to the database.

C. Metric calculation module

Work with calculated metrics is provided by several
computational nodes interacting with each other via Apache
ZooKeeper [11]. Each node processes previously recorded
metrics in the database and computes values using formulas
specified through a special REST interface and stored in the
database. The most frequently used in monitoring systems are
the following formulas:

x =a + b, triggered by a @)
x =8SUM (a, 100 ms) 2)

Simple formulas (1) are processed for each incoming metric
and represent an arithmetic expression of arbitrary complexity.
Formulas with a sliding window (2) perform an operation on
several metrics through a given interval or for each metric. With
this organization of the metric recording system, the delay of the

input values is possible, which has a negative effect on the
accuracy of the calculations, but the calculation values are
formed almost immediately upon their arrival, providing a high
response rate to the value [12].

D. Aggregation and Analysis Task Manager

To aggregate and analyze stored raw metrics, a system is
used consisting of: a distributed task manager and individual
modules that perform the necessary tasks of aggregation and
correlations. The execution of the modules is controlled by the
task manager.

The task manager has the following properties:

e Distributed work. There is no chief manager, all
instances are equal;

e Managers monitor the active state of each other. In the
event that one of the managers for too long does not
show activity, the tasks he launches are redistributed
among active managers as evenly as possible;

e Interaction between managers is carried out using a
distributed database. At the beginning of the work, the
manager creates a record about himself in the database.
Further, during the operation, it periodically updates the
time of the last activity. In the event that the manager
did not update the time of the last activity during the
specified period, it is considered to be non-working.

Programs that aggregate and analyze data are presented in
the form of modules launched by the task manager. To start
tasks, the corresponding records are added to the database.
Further tasks are automatically allocated for execution between
managers.

E. Aggregation module for raw metrics

For each metric, a task is created where the aggregation
period and type are specified. The type can be: sum, maximum
value, minimum value, average value. The results are saved in a
separate table in the database.

F. Aggregated Metrics Analysis Modules

For the analysis, two types of modules are used: a module
for detecting trends in metrics and a module for detecting
correlations between metrics.

The tasks for the Trend Detection Module contain the
following information: the metric to be analyzed, the action to
be performed, the expected effect, the expected value, the time
period. The module for detecting trends works as follows: for a
given metric, the function of the dependence of the value of the
metric on time is extrapolated. In the event that the function is
expected to reach the set point for a given time, the specified
action is performed.

The tasks for the correlation detection module contain the
following information: the analyzed group of metrics, the value
of the linear correlation coefficient module, performed when the
correlation action is detected. The correlation detection module
works as follows: for a given group of metrics, the modulus of
the linear correlation coefficient is pairwise determined. If it
exceeds the specified value, the specified action is performed.



Information about managers, information about tasks, and
aggregated metrics are stored in the database.

The scheme of the system architecture is shown in Fig. 1.
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Fig. 1. System architecture

II1. DESCRIPTION OF THE TEST STAND

The test stand is made in the form of an isolated environment
from a set of Docker containers located on virtual machines [13]
and managed by Docker Compose. The following types of
containers are used:

e Kafka Broker - Apache Kafka node;
e Producer - provides generation of test metrics;

e Consumer - provides recording of test metrics in the
database;

e (Cassandra - database node Apache Cassandra;

e Calculation Node - the node for aggregating and
calculating modules;

e ZooKeeper - provides synchronization of Kafka Broker-
nodes and Calculation Engine-nodes;

e REST - a web application for managing formulas;

e Logstash - a server for collecting logs from various
nodes;

e Elasticsearch - log storage and processing server that
works in conjunction with Logstash.

The number of nodes of different types is a configurable
parameter in the configuration file. A special configuration
script creates a docker-compose.yml file that describes the
architecture of the test stand that you can use in Docker
Compose.

Controlling the generation of test data and interaction with
the REST interface is also done through the use of scripts.

The generated configuration files are distributed among the
virtual machines from the point of view of optimal loading of
each machine. The test stand is shown in Fig. 2.
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Fig. 2. Scheme of the test stand

After the system was started, 4 simple formulas were
created, making the summation of the two types of metrics. The
Kafka Producer nodes were configured to generate test metrics
of 8 types.

IV.PERFORMANCE EVALUATION

Kafka Producer nodes can be configured to generate metrics
at a specified interval, which can be adjusted by the parameter
and the addition of new nodes.

To evaluate the performance of the system on these virtual
machines, a test metric generator was generated, generating
10,000 metrics at different intervals, after which the average
delay in processing the metric was calculated. In this
experiment, the virtual machine VM 4 was not involved. The
resulting histogram for different metric values per second (MPS)
is shown in Fig. 3.
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The delay indicates the speed of the system response to the
incoming metric. From this graph it can be seen that the system
copes with the flow of metrics in 1086 MPS, but at 1599 MPS
the reaction delay greatly increases with time.

A comparative graph of the server load for these MPS values
is shown in Fig. 4. The graph shows the first 100,000 metrics
from the start of the test metric generator.
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different values of MPS

This graph demonstrates a constant low delay at a generator
speed of 1000 MPS and a time-increasing value at a generator
speed of 1500 MPS (overload of the current system
configuration [14]).

With the use of another virtual machine, the system allows
processing metrics at a speed of 1500 MPS. The server load
schedule for VM 4 is shown in Fig. 5.
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Fig. 5. A plot of the delay time of the load data in milliseconds for various

values of MPS when enabled virtual machine VM 4

This graph shows that the system is well scalable
horizontally.

A study of the state of the system and the contents of the logs
allows you to determine that the message queue and the compute
nodes make the greatest load if there are a large number of
processed formulas. To increase performance, you need to
include additional nodes Kafka Broker, Consumer, and
Calculation Node, if you want to process more formulas.

V. CONCLUSIONS

The proposed architecture of monitoring systems allows to
collect metrics from thousands of servers of cloud
infrastructures and perform their further analysis. Distributed
architecture allows to effectively control clusters with any
number of machines, as well as provides fault tolerance of the
monitoring system.

In the course of the study, it was determined how well the
system copes with the long-term load, and also experimentally
verified the property of linear scalability of the architecture
proposed in the article.
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