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Abstract — Currently, the network functions virtualization
technology (NFV) is becoming more widespread. Hardware
devices are replaced with software-based cloud solutions. One way
to increase the performance of virtual network functions (VNF) is
to use hybrid computing technologies. In this paper, we propose
ways to implement the most popular networking functions. The
architecture of the orchestration system for hybrid systems and
related features is explained. Also, the article presents the
experimental results.
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I. INTRODUCTION

Today, telecommunications networks contain a large
number of branded devices, often narrowly specialized: one
device performs only one specific network function. This model
requires unnecessary hardware costs, has little flexibility and
dynamism. The network administrator is forced to support a
variety of equipment produced by various manufacturers. This
problem can be resolved with the concept of virtualization of
network functions. First, virtualization allows you to run
several network functions on one server, which will lead to
more compact system, reduce power consumption and the
number of network connections. Secondly, this approach
simplifies network management, since the dependence on the
manufacturer of the network device will disappear and it will
be possible to configure the system in a programmatic manner.

It is known that virtualization carries with it certain
performance losses compared to specialized hardware
solutions, so it is logical to try to compensate or even
overcompensate these losses, for example, by parallelizing the
GPU.

This article discusses one of the approaches to
implementing some common network functions designed for
use in hybrid computing systems and presents an example of an
orchestra that manages hybrid VNFs.

II. RELATED WORKS

Over the past few years, network virtualization (NFV) has
quickly become a widely accepted approach to simplifying the
organization of network applications. Managing virtualized
network functions is easier than physical functions, because of
their great flexibility.

In this article, to demonstrate the capabilities of NFV,
combining virtual network functions (VNF) in combination with
algorithms for encryption (AES), information compression
(LZSS), video stream processing, and their application in
intrusion detection systems are presented.

There is a vast amount of literature on the development of
common network functions designed for use in hybrid
computing systems. In the course of this study, papers [1], [2]
have been studied in which the development of orchestrators for
5G networks has been presented and official documentation [3]
on the development of orchestrators in NFV has been developed.
In the authors' papers [4], [6], an overview of all the AES
encryption modes is presented and the most optimal encryption
option is selected when processing of AES blocks occurs in
shared memory. In [5], the authors describe a method for
implementing another symmetric block ciphering algorithm on
the GPU, the Russian standard GOST R 34.12-2015.

In addition to the articles on the implementation of
encryption algorithms on CUDA, there are other works, for
example, on the dictionary compression algorithms, the
document [7] was studied, which describes the technical
specification of the lossless algorithm Deflate, using a
combination of LZ77 and Huffman algorithms. When studying
video stream processing, the article [ 13], whose authors describe
the encoding and decoding of video in NFV using the T-NOVA
framework, has become very useful.

III. ORCHESTRATOR

The orchestrator has the following functions:

e Connects to hosts and deploys virtual machines with
VNF to them. A different number of VNFs may be
deployed on the same host depending on the number of
CPU cores and the availability of a GPU, so the concept
of a slot is introduced. In fact, a slot is a cell in which a
virtual network function can be placed. In this work, 2
types of slots are used: CPU-only slot (2 CPU cores and
0 GPU-devices) and CPU-GPU slot (2 CPU cores and 1
GPU-device). In a CPU-only slot, one virtual network
function that uses the processing power of the CPU is
allowed. In the CPU-GPU slot, it is allowed to place two
VNFs: one CPU-only and one VNF GPU. For example,
if there are 8 CPU cores and 2 GPUs on the host, then
there will be 2 CPU-GPU slots and 2 CPU-only slots on
this host;

e Take control of existing VNF, which could remain from
past "chains";

e Performs diagnostics of VNF. In the event of a failure,
the orchestra repairs the damaged VNF;

e Collects statistics of the work of VNF.
Below is a diagram of the DB of the orchestrator.
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Fig. 1. DB scheme of the orchestrator
Purpose of tables:

e Host. The table contains information about the hosts on
which the virtual network function can be deployed,
namely the IP address, the user's root password and the
ssh protocol port;

e Slot. The table contains information about the slots that
the host has, namely the number of CPUs and GPUs of
the virtual network functions that can be located in this
slot;

e C(Catalog. The table contains information about the types
of virtual network functions (compression, encryption,
etc.) and which jar file should be run in the virtual
machine of the functional node;

e Chain. Contains information about the "chains" of
virtual network functions;

e Configuration. The table contains information on the
settings of virtual network functions. The table is similar
to the Configuration table from the database of the
functional node, except for the activity flag (it does not
exist in this database);

e Vnf. The table contains information about the virtual
network functions themselves, namely: the name of the
virtual machine, the IP address and port of the ssh
protocol, the port of the REST interface, the slot
number, the directory, the configuration, and the VNF
state (active, fail, ) The state is coded as follows: 0 -
VNF is working normally, 1 - VNF has not responded
to the check request once, 2 - twice, 3 - three times, 5 -
VNF has just been activated or restored and has not yet
been picked up by the controlling node;

e Stat. In this table, the statistics of the functioning of
virtual network functions in the format of the statistics
collection time are accumulated - a statistical record.

IV.AESNFV

The AES algorithm is a symmetric block cipher algorithm.
The block size is 128 bits. Each block is a two-dimensional 4x4
byte array, called a state. The algorithm consists of four main
functions: AddRoundKey, MixColums, ShiftRows and

SubBytes. The basic idea when parallelizing the AES algorithm
is that each block is encrypted by its computational flow. The
first step is to load the text to be encrypted into the global
memory of the GPU. After that, the optimal number of CUDA-
blocks is calculated, depending on the GPU used, and the
CUDA-kernel call. The incoming text is represented in the GPU
as a one-dimensional array.

In the kernel, the data is divided into pieces equal to
THREADS PER BLOCK (the number of threads in the CUDA
block) * AES SQUARE_SIZE (AES block size in bytes) bytes,
and in parts are loaded into shared memory, and after processing
they are returned back to the global one. Access to shared
memory is much faster than to global memory, so this approach
speeds up the execution of encryption. Each thread is allocated
1 thread for processing. According to [6], this is the most optimal
option. In the case where there are more blocks than streams, the
streams with the number i after processing the block with the
number i go to the processing of the block with the number (i +
total number of threads), and so on. Below are graphs of the
dependence of the bandwidth of VNF and the encryption time
on the size of the source text.
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Fig. 2. The dependence of the encryption time on the size of the source text
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Fig. 3. The dependence of the bandwidth on the size of the source text

V. THE DICTIONARY COMPRESSION ALGORITHMS
IMPLEMENTATION FEATURES IN HYBRID SYSTEMS

As the basis for the implementation was taken one of the
most popular dictionary algorithms for lossless compression -
LZSS. The previous version of this algorithm LZ77 is used for
data compression in the DEFLATE method [7], which is the
main one in the widely used gzip utility [8].

An arbitrary sequence of symbols of some alphabet is fed to
the input of the algorithm. The algorithm works in such a way



that it replaces the sequences of characters that were already
encountered earlier in the input data sequence, by reference to
previously encountered sequences.

LZSS has a dictionary and a buffer of specified sizes, which
are implemented as ring buffers. The algorithm traverses the
characters of the incoming sequence. Each character is added to
the end of the buffer, after which a sequence is searched for from
the buffer in the dictionary. If the dictionary has managed to find
a match of sufficient length, then a link to the dictionary is
written to the output sequence. Otherwise, the symbol itself is
output. After that, the encoded character or sequence is written
to the end of the dictionary.

It should be noted that the size of the link depends on the size
of the buffer and the dictionary. The size of the link is [log2 (n)
+ log2 (m)], where m is the size of the buffer, n is the size of the
dictionary. It follows that an increase in the size of the buffer or
dictionary will not always lead to an increase in the compression
ratio, due to the increase in the size of the link. Before the
symbol or the reference, a bit, "0", for the character and "1" for
the reference is written.

The decoding process is as follows: First, the first bit is read,
which determines whether it is a symbol or a link to the
dictionary. Then, the symbol or sequence from the dictionary is
read by reference. After that, the read data is written into the
dictionary and the output sequence. The most difficult task for
compression is to find the desired sequence in the dictionary. To
solve this problem on CUDA, the most effective solution was
the hash table of the lists. The key to the list hash table is the first
few characters of the sequence. The space for the table is
highlighted immediately. This imposes serious restrictions on
the number of characters in the key. In the CPU implementation,
you can use up to three characters, in the GPU it's better to limit
to two.

Each entry in the table refers to the beginning and end of a
doubly linked list of references to the dictionary. Each sequence
begins with the symbols from the key. The maximum length of
the list is limited by a constant. This avoids problems with too
many similar sequences that fall into one list. New nodes are
added to the end of the list. The same words are ignored. Due to
the pointer to the end of the list, this operation takes O(1) of the
time. The deletion also takes O(1) of the time, because the
element to delete is the oldest, and therefore the very first in the
list for its key. The outline of the hash table is shown in Fig. 3.

The implementation of the algorithm should be able to
encode and decode files of any size. It follows that the file should
be read in parts. When using CUDA technology, the encoding
process is as follows: The source file is divided into fragments
of a fixed length. First, a number of fragments from the file are
read.

Each fragment has its own CUDA thread. For each thread,
their own buffer and dictionary are highlighted. Due to this, each
fragment is processed independently of the others. After the
processing is complete, the resulting output sequences are glued
together into a single file. And the process is repeated again,
until the entire input file is processed. The number of

simultaneously processed fragments and their size is limited by
the amount of video memory.
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Fig. 4. Hash Table Structure

Unfortunately, parallelization at the operation level of the
algorithm itself is inefficient. Most of the operations must be
performed sequentially, and you cannot allocate sufficiently
large sequences of operations for their parallel processing.

VI.NFV IDS SNORT WITH INTEL XEON PHI

Intrusion Detection Systems (IDS) is a network software
designed to detect suspicious traffic in a network, defined by a
set of rules created by the network administrator. OpenMP is a
set of environment variables needed to manage the
characteristics of executable code, and compiler directives
designed to control areas of code that use shared memory.

Compilation of heterogeneous applications for the Intel
Xeon Phi architecture is done using the offload mode. During
the execution of the program, the binary executable code is
loaded onto the coprocessor and the libraries are initialized, after
which the offload code is called.

As the used intrusion detection system, IDS Snort was
selected. When profiling the application, it was found that the
greatest time in processing the package (about 49%) was taken
by searching patterns in it. Moreover, the detection module
captures about 80% of the CPU resource, unlike the other
modules of the program, in which the CPU is practically not
loaded. The cycle of processing the packet with the percentage
of time spent for each module is shown in Figure 5.
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RegExp

Pattern matching; Notification
matching Non-content module
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Fig. 5. The processing cycle of the packet with the percentage of time spent
per module.

For parallelization, the algorithm for searching for Akho-
Korasik patterns was chosen, which is one of the most popular
search algorithms. As a result of finalizing the source code of
the program for the purpose of executing parallelized sections
on the Intel Xeon Phi coprocessor, the experimental graph of the
dependence of the total processing time of packets on the size of
the dump file with processed packets presented in Figure 6 was
obtained.
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Fig. 6. Graph of the total processing time of packets on the size of the dump
file with processed packets

VII. THE VIDEO STREAM DETECTOR VNF

Modern technologies require the solution of a wide range of
computer vision problems, including, in particular, a set of tasks
related to orientation in external space (for example, the problem
of simultaneous localization and mapping). Together with NFV,
network services and video related functions, especially such as
video processing functions, are of paramount importance, given
that currently the video content takes up a lot of global network
traffic and is growing every year. VNFs related to video, in
particular those related to video stream processing (pattern
search / motion tracking), are usually computationally-oriented
and often require rather strict real-time restrictions.

In this paper, we analyzed and discussed the use of the
GPGPU module to accelerate VNF to monitor motion in a video
stream. To recognize the movement of objects in the video
stream, the OpenCV computer vision library is used. The choice
of this library is due to a wide range of algorithms for working
with computer graphics and pattern recognition.

Video stream processing takes place on a graphics processor,
which, by its architecture, is perfectly suitable for parallel
processing. The main technology for processing frames on the
GPU is NVIDIA CUDA, which allows sending blocks of
information to be processed by the GPU of the video card. To
recognize the images, a pre-trained object discovery network
was used from the OpenCV dnn module. The developed
architecture of a particular VNF video processing unit was used
to obtain results in a number of experiments to determine the
performance of its operation. The results clearly show that the
use of the GPU can significantly increase the performance of
video processing in VNF.

VIIL

In this paper, we conducted an experimental study of such
virtual network functions as AES encryption, information
compression (LZSS), video stream processing and pattern
search in intrusion detection systems, as well as the VNF
deployment process management system. The developed VNF
supports the launch in both a hybrid and a CPU-only
environment. Functional testing of VNF was carried out both as
a separate module and as part of a chain. Testing allowed to
make sure that the developed system works correctly. Load
testing of the virtual network function in a hybrid environment

CONCLUSIONS

was carried out. The testing showed that a significant increase in
the performance of the developed VNF was achieved: when
using the NVIDIA Tesla K20Xm GPU, encryption is performed
about 60 times faster than using the Intel Core 15-4210U CPU.

Thus, the results proved the possibility of efficient use of
graphics processors to accelerate virtual network functions. This
approach turned out to be well applicable in implemented
network functions, since they have a high degree of parallelism.
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