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Abstract — In recent years, the popularity of containerization
technologies has been growing. When they are used,
computational tasks are placed in lightweight containers that can
be easily moved between different computing nodes.
Containerization using Docker is especially popular at the
moment. The use of these solutions opens up enormous
opportunities for building distributed and cluster computing
systems. To maintain the operability of such systems, special tools
are used, and one of them is an orchestrator. However, existing
orchestrators are focused on not-so-large computing systems in
which performance can be maintained by simply moving
computational tasks from non-working nodes to working ones. In
large systems with many nodes and a huge number of
computational tasks, it is also necessary to take into account the
uneven consumption of resources by various tasks. This article
proposes a system architecture that can solve the problem of
container orchestration using machine learning methods and
given the uneven consumption of resources by
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I. INTRODUCTION

Typically, a distributed cluster computing architecture is
used to provide scalability to computing systems. This
architecture can provide independence for performing
computational tasks on various nodes of the cluster with the
ability to quickly move processes for best use in accordance
with the changing situation. Most often, the ability to
seamlessly move tasks between different nodes is achieved
utilizing various tools using virtualization [1].

At the same time, the current state of the computing system
is hidden from the process wrapped in a virtualized entity. As a
result, the use of resources by services looks like the use of
hardware with potentially uncertain capabilities. The amount of
resources provided to the processes does not depend on the
equipment, but on the administrator’s limitations. Therefore,
the entire cluster can be used by processes as one unified
service with always enough resources.

In fact, all user tasks performed in virtual environments are
performed on a variety of real computing nodes. And the
means of the system should provide constant monitoring of the
availability of real hardware resources for virtualized
environments so that for each task it really is absolutely not
important on which node it is being performed. And since the
number of real nodes is always limited, one of the most

important tasks is to distribute virtualized entities between real
computing nodes in such a way that they do not have a
shortage of real resources.

The task of automatically most efficiently distributing
container instances among accessible cluster nodes, while
ensuring maximum availability of computing resources, is one
of the orchestration tasks. Currently, the most promising ways
to solve this problem are those that use machine learning
methods. Moreover, the implementation of such solutions in
real industrial systems can be done quite quickly [2].

One of the frequently described methods for solving this
problem is the creation of a “performance model” [3]. It is
assumed that with this model it is possible to predict the
behavior of the system and the resulting characteristics when
some input changes. Another method is to use machine
learning to get an estimate of the usefulness of each move
action that can be performed.

In any case, the described system will have a core called an
orchestrator. It analyzes the current state of the system and
processes the available data. However, such an orchestrator
will not work immediately, since it is necessary for him to
provide a working infrastructure with a special environment in
which he can learn. This is what this paper is about.

The solution to this issue is not directly related to the
specific virtualization system used, since it is possible to
provide the ability to manage virtualization tools through a
special API. Moreover, it doesn’t essentially matter which of
the virtualization methods is used, using the hypervisor, or
using containers. If the developed orchestration system works
for one of the methods, the developed architecture can, in
principle, be adapted to use a different virtualization method.
However, in our case, we will use a specific container system —
Docker [4].

Il. LINKED WORKS

There are several well-known tools for containerization
systems that provide existing fixed algorithms for
orchestration. For example, the most popular Docker
containerization system can work with the Google Kubernetes
orchestration system [5]. However, all these tools usually work
using policies, for the application of which it is necessary to
take into account the specifics of computing operations in
containers, which can be quite tedious for the user.
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As a solution to this problem, it is proposed to use dynamic
policies that use the "performance model" during operation [6].
Another well-described solution is container scaling, during
which, based on available data, actions are proposed to increase
or decrease the number of resources provided to containers [7-
8]. But both of these solutions do not take into account the
possibility of using a heterogeneous cluster, therefore their
application is limited only to homogeneous nodes.

There are also articles devoted to infrastructural
architectures for orchestration systems, but they usually do not
offer the allocation of special components related to the
learning stage, but place more emphasis on monitoring and
profiling[8-9].

111. GENERAL SCHEME

The main objective of the presented solution is to ensure
the operability of the main component of the system: the
orchestrator. All other components of the system are necessary
to provide the orchestrator with metrics, on the basis of which
the core provides decisions on the need to move existing
containers.

The general scheme and its basic elements are presented in
Figure 1. As can be seen from the scheme, data on the cluster
state and all metrics that describe the processes are sent and
stored in the metrics store (blue arrow in figure 1). The
orchestrator extracts time series from the store (blue arrow in
figure 1) and, based on their analysis, tries to change the
current state of the system. Then the corresponding requests for
the necessary movements are sent to the containerization
system (green arrow in figure 1).
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General scheme of system

In the case under consideration, the orchestrator uses
machine learning methods. In fact, it is an ML-engine, the
effectiveness of which depends primarily on how the learning
process takes place. Therefore, one of the tasks is to provide
the ML-engine with a variety of data, based on which decisions
can be made. This can be done by placing the system in the
most diverse possible situations.

Thus, the general system should actually be able to stay in
one of two modes:

e Training mode - in this mode, the ML-engine turns
out in various situations, staying in which gives a

diverse variety of metric time series. A change of
situations should occur sometime after the decision of
the machine learning engine in order to save the
result of the decision;

e Usage mode - in this mode, the ML-engine works in
a variety of situations. After each decision is made by
the engine, the containers move in accordance with
the recommendations and remain in this state until
the next decision of the ML-engine.

It is necessary to provide the ability to generate a given
resource consumption on command to enable the system to
transition to a suitable state. This can be achieved by
organizing a special subsystem for generating load on
containers. A schematic representation of such a subsystem
also is shown in Figure 1.

Instead of standard containers with user services, during
training special containers with the system service stored in
them can be used. Its main task is to start consuming the
required amount of resources upon request, as a result of which
actually increases the container load on the node. But standard
containers can also be used, and the correlation of their load
depending on requests should be pre-measured.

The orchestrator, which is in training mode, will distribute
commands on containers and control the organized load (red
arrow in figure 1).

IV.SYSTEM COMPONENTS

The container orchestration system consists of a large
number of various subsystems, each of which independently
solves rather diverse tasks. Among these tasks, one can specify
the tasks of monitoring and collecting statistics on the current
state of the system, the task of visualizing the current state of
the system, the task of ensuring a complete environment during
the learning process, etc.

In some cases, it is required to develop and implement their
own tools. However, to solve many of these tasks can be used
ready-made solutions and tools, which greatly simplify the
work. Some of these tasks, such as the monitoring task, can be
solved using classical tools [10]. However, for systems using
container virtualization, specialized tools have appeared that
are often used in such situations [11].

If we try to describe all the components that are part of our
orchestration system, we can reduce them to the following list:

e Metric collection agents - located directly on the
computing nodes and collect metric parameters about
the state of each node, as well as collect data on the
characteristics of each container. Data collection from
containers is performed in such a way as if it was not
known about the existence of the host machine and the
virtualized space was represented as a real node. In this
case, cAdvisor [12] agents are used as agents of this
kind;

e Monitoring server - a server that periodically polls
existing agents associated with it, as well as collects
metrics from them. In addition, this server accepts
requests from third-party programs for providing the



collected metric data, and also preprocesses the sent
metrics in accordance with the accepted request. In our
case, the Prometheus [13] server is used as a monitoring
server;

o Database management system - special software that
organizes and stores the received metric data. The work
of such a system is carried out, first of all, with time
series and other statistical data, and, in this regard,
suitability for processing and manipulating large
volumes of this kind of information is critical. In our
case, the built-in system of Prometheus itself is used as
a database management system;

o Containerization system - software that performs the
tasks of maintaining the operation of virtualized
containers. It provides the tasks of creating, pausing,
starting and moving containers from node to node based
on the received commands. In our case, Docker is used
as a similar system, without any additional tools;

e The machine learning engine (ML-engine) is the core of
the system we are developing. Provides analysis and
processing of metric data supplied to it. Based on the
data obtained, a decision is made on the most optimal
distribution of containers among computing nodes. The
development and implementation of such a machine
learning engine is one of the complex objectives;

o Load server - one of the stages of system preparation is
the stage of model training based on real data and
attempts. To do this, each experimental container must
have a server, the purpose of which is to load the
container on command and use the amount of resources
defined by the algorithm. This server emulates the
operation of real user servers running in virtualized
containers.

o Data visualization system - software that receives data
from a monitoring server, as well as visualization of the
received data in a convenient and pleasant for a person
representation. This component is not required, since
the work of the orchestration system as a whole does
not need user intervention. But in our case, this allows
us to increase the visibility of the actions taken. In our
case, the Grafana [14] service was chosen as a
monitoring system.

Among the components described earlier, there are agents
whose purpose is to collect data about computing nodes and
running containers. And this is enough in order to obtain
statistical information. In principle, with their help it is also
possible to obtain information about the activity of a container,
on the basis of which to make an assumption about the activity
of a particular service.

However, if you wish, you can get complete information
about the state of the service from inside the container, after it
is fully launched. For this, it is necessary that some process
running inside the container informs the monitoring server
about its operability, and, as a result, about the full operability
of the launched service.

Therefore, another component can be added as system
components, although it is not required:

o Container activity agents - from this agent, the metrics
collection server periodically collects data, mainly
information about its activity. This allows you to
correlate metric data about the container with
indications of its real activity.

V. SYSTEM ARCHITECTURE

The proposed orchestration system is based on the use of
machine learning algorithms. The processed data is metric data
coming from each node of the system and from each container
running on the described nodes.

Therefore, one of the important tasks during the
development of the system is the development of the
architecture of the subsystem that provides the process of
continuous collection, transmission, receipt, storage and
provision of metric data. But the implementation of this task
may in itself lead to the expenditure of significant computing
resources. It follows that for its solution it would make sense to
allocate a separate computing node.

The general architecture diagram of the described system is
shown in Figure 2.
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Fig. 2. System architecture

As can be seen from the diagram, there are three types of
nodes in the described system:

e Computing nodes - the most numerous type of
computing machines in the system. It is their
computing power that is distributed between users
and used by user services;

e Node with data — the entire infrastructure for
collecting and storing metric data is related to the
operation of this node;

e Machine learning engine node - the system core is
located on this node, making the decision on the need
to move containers between nodes.

From a practical point of view, if necessary, the software
located on the nodes of the second and third type can be
located in one place. This will reduce the equipment required



for work and provide an opportunity to use the vacant machine
for the tasks of other computing nodes.

On each computing node used to provide resources to user
services, there is a Docker service that supports the operation
of virtualized containers. Each node has a cAdvisor agent that
periodically polls data from the node and each running
container.

The data collected by them is taken by the Prometheus
server located on the data node. The metric indicators collected
by him, by means of Prometheus itself, are stored in a database
connected with it (blue arrows in figure 2).

The Grafana service located on the same node provides a
graphical WEB interface for ordinary users to visualize time
series. To do this, Grafana makes specialized requests to the
Prometheus server, which performs the extraction of the
metrics from the database in accordance with the request, as
well as some preliminary processing, after which it passes them
to Grafana, which displays the requested data in a pleasant
form for a person.

The machine learning engine makes requests for
information about the metric indicators of the system and the
overall current configuration of the system. Based on the
obtained data, it makes a prediction of the most optimal
distribution of containers among computing nodes, after which
it makes requests for moving containers from one node to
another in such a way that the new distribution of containers
corresponds to the predicted distribution (green arrows in
figure 2).

A load server is running inside each container. This server,
upon request from the outside (red arrows in figure 2), begins
to use computing resources inside the container, thereby
emulating the operation of a regular user service. However, its
use occurs only at the stage of training the system. Commands
for the operation of these servers in the learning process are
sent by the machine learning engine, which at the stage of its
training tries to simulate various situations, on the basis of
which it can learn to give the most useful forecasts.

A significant and important element of the system’s
operability is the ability of the node on which the machine
learning engine is located to have access not only to ordinary
processor capacities (designated as CPUs), but also to graphic
processors (designated as GPUs). A similar need arises in
connection with a significant acceleration of the machine
learning process when using graphics processors. Most of the
existing machine learning frameworks are optimized for use on
video cards due to the high ability to parallelize the
computational processes performed in machine learning tasks.

V1. EXPERIMENT

To test the operability of the developed system architecture,
the system was deployed and tested on a real computing
cluster. As such, servers running the CentOS 7 operating
system were used. The technical characteristics of the servers
are shown in Table 1, and the real scheme of the working
system is shown in Figure 3.

TABLE I. TECHNICAL SPECIFICATION OF NODES
Node CPU GPU RAM Disk
Node-ML 2 cores NVIDIA 16 Gb 100 Gb SSD
Tesla K20X
Node-Data | 2 cores — 4 Gb 100 Gb SSD
Node-1 2 cores — 8 Gb 100 Gb SSD
Node-2 2 cores — 8 Gb 100 Gb SSD
Node-3 2 cores — 8 Gb 100 Gb SSD
Node-4 2 cores — 8 Gb 100 Gb SSD

The Node-ML node, the only one with access to a video
card, is designed to deploy a machine learning engine. The
Node-Data node is designed to store metric data collected, and
it also hosts monitoring servers. Node-1 nodes Node-2, Node-
3, and Node-4 are the compute nodes on which the containers
are deployed.
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Fig. 3. Scheme of experiment

VII. CONCLUSION

Thus, this article proposes a new way to organize a
container orchestration system. The system is intended for use
in conjunction with a machine learning engine. Its use can
significantly simplify the training of an ML agent, providing
him with real data for work, including the possibility of
receiving them directly during training.
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