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Abstract—In modern world one of the most important 

technologies is virtualization. And one of the most promising 
types of virtualization is OS-level virtualization, also known as 
containerization. Its use greatly simplifies the task of deploying 
stable computing system services that are performed on suitable 
hardware depending on the current situation. Various additional 
tools are used to automating the process of managing the location 
of the containers.  However, most existing container management 
tools provide only the simplest behaviors. One of the more 
complex tasks that cannot be solved by such tools can be 
represented as follows: there are several virtualized entities 
(containers) that can be executed on cluster nodes. Each entity 
contains a task that consumes a certain amount of computing 
resources. It is necessary to distribute entities among nodes in 
such a way that each of them has enough resources. This paper 
proposes a more complex methodology that solves the proposed 
problem of service management using machine learning methods. 
 

Keywords—ML, reinforcement learning, distribute systems, 
virtualization, Docker, containerization, orchestration 

I. INTRODUCTION 

In the modern world, cloud technologies are becoming 
increasingly popular, and more and more companies are using 
them to solve their business problems. Cluster computing 
infrastructure and task virtualization are often used to build 
cloud systems. 

When using virtualization, the user of cloud services may 
not pay attention to the fact that his service is performed on 
one computing node along with the services of other users. He 
will always receive as many resources as requested. 

This can be achieved using any type of virtualization. But 
recently, the OS-level virtualization has become extremely 
popular. This method is also called containerization for 
brevity, and virtualized entities generated by it are called 
containers. One of its advantages is greater performance 
compared to virtualization using virtual machines[1-2]. 

However, the cloud administrator must ensure that all 
running virtualized entities are executed correctly and each of 
them has enough requested amount of resources. There are 
various tools to facilitate this task, for example for the Docker 
containerization case, Docker Swarm and Google Kubernetes. 
However, existing tools provide only the execution of 

containers on working nodes, and do not analyze the current 
consumption of resources. As a result, a situation may arise 
when several entities are executed on a working node and 
consume a lot of resources, thereby interfering with each 
other's work, while the other node has no load at all. 

A container location management technique using machine 
learning methods is proposed to solve this problem. In this 
case, reinforced learning is used, in which one of the key 
aspects is the reward function. A properly selected reward 
function allows you to achieve the desired system behavior 
without explicitly setting the work algorithm. 

II. RELATED WORKS 

There are a lot of papers related to the task of container 
orchestration. Some of these papers describe the specifics of 
container orchestration[3], some focus on general 
architecture[4], and some look at specific orchestration 
techniques to solve specific problems[5]. 

Despite the fact that there are not so many articles 
describing the use of ML-algorithms to solve this problem, 
reinforced learning is widely used to solve various problems 
that are not similar to each other. In particular, in situations 
where random events play a role, models based on Q-learning 
are used. These algorithms are best known as convenient tools 
for developing AI for video games[6-7]. However, they are 
also used to solve more practical technical problems, for 
example, in the construction of cooling systems for data 
centers[8]. 

The development of agents using Q-learning is well 
described in various technical literature[9]. Therefore, the 
main tasks when using Q-learning is to determine useful 
features and create the principle of rewarding for this 
particular task. 

III. GENERAL SCHEME 

In the general case, a system using reinforcement learning 
has a common scheme[10]. There is some external 
environment about which the machine learning engine collects 
data. Based on the received data, It sends a control action to 
the environment. After each action, a new state of the 
environment is evaluated, and the engine receives some 
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reward. The scheme in the case of the proposed methodology 
is depicted in Figure 1. 

In our case, the external environment is computer nodes. 
At each such node, several virtualized containers can be 
deployed. All information about nodes with containers 
running on them is collected in the metrics store. 

 

There are two types of metrics that will be extracted and 
used in the future. These metrics are input parameters that 
describe the state of the external environment. The first is the 
current location of containers by nodes at a given point in 
time. Since each container can be located on any of the 
computing nodes, it is necessary to transmit accurate 
information about the location and activity of each container. 

The second type is metric data that describes the internal 
load and the use of various computing resources. Metric data 
is not extracted all, but only for the last some time. The access 
of the engine not only to the data describing the current state 
of the environment, but also the previous state allows 
increasing the accuracy of the forecast. 

The output is the forecast of the usefulness of every from 
possible variants of container location. The machine learning 
engine selects the container location variant, which is most 
profitable at the current time. After that, the container 
management module moves containers according with the 
requirements. 

IV. CURRENT LOCATION 

Firstly the machine learning engine should have 
knowledge of the current containers location by nodes. To do 
this, it is necessary to transfer the current location of the 
containers on each of the virtual nodes. 

However, the input data of the neural network should not 
have discrete values that have sharp transitions between states 
and where different numbers are associated with 
fundamentally different situations. Instead, various 
distributions from zero to one are best suited. 

Therefore, one of the simplest ways to present containers 
location without using discrete values is to form a matrix. The 

row number is the virtual node number in this matrix, and a 
column number is container number located on these nodes. 
Each matrix element can take values 1 or 0, depending on 
whether the container is located on this node or not. 

Thus, if the cell is a one at the intersection of a row and a 
column, then the container with the row number is located on 
the virtual node with the column number.  And if the cell is 
zero at the intersection then it means that the container with 
the row number is not located on the node with the column 
number. 

As a result, in order to find the real location of each 
container, you need to find the row corresponding to the 
container you are looking for and find the column number on 
which the unit is in this row. And vice versa, to find all the 
containers located on the host, you need to find the column 
corresponding to the required virtual node, and remember the 
numbers of all the lines in which there is one. 

It should be noted that each container can be located on 
only one node, and cannot be located on several nodes at once. 
As a result of this, only one unit will always be located in each 
row. 

 

Figure 2 shows an example of the arrangement of 
containers, and figure 3 shows an example of a matrix 
describing this arrangement. The dimension of the matrix is k 
× n, where k is the number of containers, n is the number of 
nodes. 

V. CURRENT CONFIGURATION 

Numerous metric indicators obtained from various sources, 
as a rule, are a set of numbers corresponding to measurements 
in various metric units. They are not discrete values, and can 
conditionally be considered as distributions of various values. 

Fig. 1. General scheme of the system 

Fig. 2. Containers location example 

 
Fig. 3. Container location in matrix form 
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However, it is recommended to scale input values for 
improving convergence and for eliminating unwanted effects 
[11]. Therefore, the best solution is to normalize these values 
relative to the maximum achieved value. This leads to the fact 
that all metric values will take the form of floating-point 
numbers and range from zero to one. 

A time series with a fixed number of measurements will be 
extracted as metrics. Moreover, all these measurements will be 
the last taken values for the defined period of time. Thus, the 
last recorded value will correspond to the current point in 
time. Such a solution will make it possible to analyze those 
states of containers and nodes that preceded the current state. 

Extracted from containers and computational nodes 
metrics may seem as having different types of data. However, 
the main thing is that all the obtained values are metrics in the 
form of a time series. It does not make sense to separate them 
by type, since the machine learning engine will independently 
decide the role of each obtained value, without regard to its 
real physical origin or meaning. 

It is easy to form a time series set of many metric 
parameters and Figure 4 shows such values representation in a 
matrix form for the current case. 

Each individual row contains different values at some 
fixed point in time. Each individual column contains values 
obtained from the same source, node or container, but at 
different points in time. An increasing of the number of nodes 
and containers leads to an increase in the number of columns. 
An increasing of the analyzed time interval leads to an 
increase in the number of rows. 

VI. FORECAST 

As an output, the machine learning engine should provide 
a prediction of the usefulness of each action that can be 
performed. At the first sight, the best solution is to associate 
each action with every possible movement of the container. 

But here a problem arises - it is necessary to evaluate the 
result of each action. And building a matrix with a prediction 
for each possible operation is quite hard. 

Therefore, another, simpler solution is used. Each output 
action can be associated with the entire target configuration. In 
other words, the machine learning mechanism at the output 

does not give a prediction of the usefulness of movements, but 
the usefulness of a specific arrangement of containers. And the 
container management module, knowing the target distribution 
of containers, will figure out how to move containers to 
achieve the desired state. 

It remains only to associate each existed configuration of 
containers in nodes with a specific action that has a specific 
number. One option is to simply sort all existing states and try 
to number them in a completely arbitrary way, and then save 
the mutual mapping of configurations to numbers. But another 
option is not to use mappings, but instead to algorithmically 
encode the configuration number. Thus, it will be possible to 
determine the location of containers using only one number, 
and vice versa, it can be possible to convert the matrix of 
configuration into a number. 

You can do this as follows. Since it is assumed that each 
container can only be located on one node at a time, it follows 
that for the container, you can unambiguously indicate the 
number of the node on which it is located. Figure 5 shows how 
to do this for one of the matrix options. 

As an option, the action number can be decomposed into 
digits in an arbitrary number system. Since each container 
exists only in a single copy, then the container number can be 
represented as the number of the digit. Thus, the container 
number is the number of the digit, and the node number is the 
weight of the digit. 

Fig. 4. Metrical time series in matrix form 

 
Fig. 5. Converting the arrangement of containers in matrix form to 
the numbers of the target nodes 

Fig. 6. Convert matrix form to action number 
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A result is a number in an arbitrary positional notation, 
where the radix of the number system is equal to the number 
of nodes, and the number of digits is equal to the number of 
containers. Consequently, the presentation of the desired 
arrangement of containers is reduced to one single number, 
which is the action number. Thus, the action number is 
calculated using the following formula: 

 ݊଴ ൈ ݅଴ ൅ ݊ଵ ൈ ݅ଵ ൅ ⋯൅ ݊௞ିଵ ൈ ݅௞ିଵ ൌ ௔ܰ௖௧   (1) 
 

In this formula, n is the number of nodes in the system, k is 
the number of containers in the system, i0 ... ik-1 are the 
numbers of nodes on which the container with the specified 
number is located. Figure 6 shows an example of using the 
formula for the configuration in Figure 5. 

The formula works in the opposite direction. To do this, 
you need to take a number and split it into digits using a 
number system where a base is a number of containers. Then 
you need to turn each number into a vector in which all 
elements are zeros, except for one, whose number is equal to a 
given number. This item is assigned a value one. After that, 
the resulting vectors will be concatenated into the matrix of 
containers location. 

 

VII. CURRENT CONFIGURATION 

The choice of action is made by the ML-engine based on 
the award received after each action. In the described problem, 
the best reward is the profit received as a result of the 
transition from the previous state to the new one. Thus, the 
reward received for completing each action can be calculated 
by the formula: 

 ܴ ൌ ܵሺݐ ൅ 1ሻ െ ܵሺݐሻ       (2) 
 
In this formula, R is the reward received, after the 

transition to the new state, S(t) is the cost of the current state 
of the system, S(t+1) is the cost of the new state of the system 
after performing the Nact action. 

Thus, as an output, the engine presents a matrix with 
rewards that will be received for each action. An example of 
such a matrix is presented in Figure 7. One of the dimensions 
of the matrix is one, and the second dimension is calculated by 
the following formula: 

 ܰ ൌ ௞ܰ          (3) 
 

To select the best action, the ML-engine selects the row 
with the highest award in the matrix, and then returns its 
number as the number of the performed action. 

The most valuable condition is the condition of the 
containers on the nodes, in which the load on all nodes is 
distributed most evenly. It is worth considering that all metrics 
are normalized and ranged from 0 to 1. 

 Due to the need to maximize the value of a state with the 
most uniformly distributed metrics, it may be useful to use the 
Euclidean distance for each significant metric and each node. 
But it must be taken into account that all the arguments 
accepted are less than one. 

 The formula for describing the state cost for one metric 
will look like this: 

 ܵ ൌ ඥሺ1 െܯଵሻଶ ൅ ⋯൅ሺ1 െܯேሻଶ    (4) 
 
In this formula S is the value of the current state, M1 ... 

MN are the metric indicators of each of the nodes in the range 
[0; 1], N is the number of nodes in the system. 

As can be seen from formula (4), cost maximization occurs 
in the case of minimizing the concentration of large metric 
values on a node. This leads to an even distribution of 
containers. 

The theoretical case of applying the Euclidean distance 
with different loads can be considered. For example, there are 
two computing nodes on which three containers are deployed, 
each of which has different values of occupied resources. For 

 
Fig. 7. Reward matrix 

TABLE I 
VALUE CALCULATION FOR THE CASE WITH THREE 

CONTAINERS AND TWO NODES 

State Node 0 Node 1 Value 

0 
Container 0, 
Container 1, 
Container 2 

––– 0.93 

1 
Container 1, 
Container 2 

Container 0 0.97 

2 
Container 0, 
Container 2 

Container 1 1.00 

3 Container 2 
Container 0 
Container 1 

1.01 

4 
Container 0, 
Container 1 

Container 2 1.01 

5 Container 1 
Container 0, 
Container 2 

1.00 

6 Container 0 
Container 1, 
Container 2 

0.97 

7 ––– 
Container 0, 
Container 1, 
Container 2 

0.93 
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example, the zero, the first and the second containers are 
loaded at 0.1, 0.2 and 0.3 respectively. Table 1 presents the 
cost of every state in this case. 

As can be seen from the Table 1, by increasing the 
uniformity of the load distribution, the cost of the state also 
grows. Moreover, the state where the nodes have an equal 
load, 0.3 units each, has the greatest value. 

VIII. EXPERIMENT 

During the system operability check, testing was 
performed and the level of distributed containers was 
measured. The level of distribution was calculated in 
accordance with formula (4). The random access memory used 
randomly by each container was selected as the loaded value. 
The experiments were carried out on a cluster of four nodes. 

 

 
The results of one of these measurements are shown in 

Figure 8. The abscissa axis counts the time during which the 
containers are redistributed, the ordinate level of the container 
distribution, where the levels of RAM utilization on each 
computing node are used as metric values. The main objective 
of the system is the transition to a state in which the 
distribution level of containers is greatest for a long time. 

Initially, all container nodes are located on one node, as a 
result of which the distribution level is low. During the 
movement of containers, there is a sharp increase in the level 
of distribution, which is expressed as a peak on the graph, 
after which the load is stabilized, and the level of distribution 
is at a higher level than before the redistribution of containers. 

IX. FUTURE WORKS 

This paper provides a general description of the concept 
and evidence of its applicability. However, the proposed 
objective function is quite simple and solves the problem 
when working with only one metric. 

 As further development, it would be possible to use more 
complex objective functions, including those that solve the 
problem for many metrics and taking into account the nature 
of the resources consumed. 

X. CONCLUSION 

This article proposes a new technique for managing the 
location of containers on cluster nodes using reinforcement 
learning algorithms. The container location management 
system using the described technique is really capable of 
placing containers depending on the level of load on the tasks 
performed in them. The methodology used was tested for the 
case of OS-level virtualization using Docker, but in theory it 
can be used for other types of virtualization. 
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